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http://www.securitymagnetics.com.au
Security Magnetics Pty Ltd (SM) is a Melbourne based Australian company founded in 1991. SM’s focus is on the application development of secure plastic card and identification solutions, and the distribution of related products.
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SM personnel are professionally qualified in the fields of Electrical Engineering and Science. We are recognised as experts in plastic Card Technologies, having considerable expertise and experience across a broad range of products, including standard magnetics, Watermark Magnetics® and Smart Cards (memory, microprocessor, contact and contactless chip cards).

Since its foundation, SM has assisted organisations with the utilisation of new and established technologies in a variety of applications. Clients include plastic card manufacturers, marketing consultants, government departments and corporations in the Financial, Insurance, Defence & Security, Transport, Advertising, Hotel/Club and Gaming industries.

The first major project undertaken by SM was in 1992 when the company secured a contract with the Victorian TAB (now Tabcorp) for the provision of a secure card based solution for a Statewide cashless gaming implementation. With over 8000 gaming machines introduced across some 250 Tabaret venues and with over 7 million cards issued throughout the 7 year lifetime of the project, this was the largest card based gaming application in the world and it established SM as a major player in the secure plastic card industry.

In 1993/4 SM began working with the Defence Security Branch on the development of an high security access control standard for implementation across the entire ID card base of the Federal Department of Defence. Since that time, SM has provided support to a number of Defence Department contractors charged with the task of installing various access control systems throughout the country.  SM continues to work with various Defence personnel in identifying, analysing and recommending card-based solutions to meet the changing requirements of the Australian Defence Forces.  Part of these solutions is the introduction of Biometrics devices as an enhancement to the secure Identification Card system where the need is indicated to confirm the presence of the correct person presenting the card.

In August 1996, SM was contracted to establish Giesecke & Devrient Australasia Pty Ltd, a subsidiary of Giesecke & Devrient GmbH (G&D), providing client consultation and technical support services in Australia and New Zealand. 
Established in 1852, G&D produces Bank Notes for a number of countries (including Germany), manufactures high end Bank Note Processing machines and is the largest producer of smart cards in Germany. The company ranks third in the world in terms of absolute numbers of smart cards delivered. 
In March 1998, the  consultancy work executed on behalf of G&D culminated in the approval of a business plan to establish a smart card production facility for the Australian and New Zealand markets. This plan called for up to $10 million in seed funding.  All initial targets for this business were exceeded with cash flow positive status achieved within the first 18 months of operation.
SM is a foundation member and current board member of the Asia Pacific Smart Card Forum (APSCF)  in addition to Chairing the Business Development Working Group of the Forum for several years.  SM is further a member of ASIAL (Australian Security Industry Association Ltd ) – the industry association for the Security Industry in Australia.

MAJOR CLIENTS
Australian Department of Defence

NSW Police

Tabcorp

Telstra

CONSULTANCY CLIENTS
Placard

NSW Leagues Clubs Association

Australian Department of Defence

Arthur Robinson Hedderwicks

Asia Pacific Smart Card Forum

Giesecke & Devrient Australasia Pty Ltd

SYSTEM INTEGRATORS

Honeywell Building Control Ltd

Chubb Security Australia

ADT Security

Asset Services Pty Ltd

Invensys Building Systems

Leigh Mardon Payment Systems

Blue Technology Pty Ltd
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SM has presented over 50 papers at conferences and seminars over the last 10 years, as well as running various workshops and panel discussions.  Many of these were organised by private sector conference organisers and a number of industry/Government initiatives through the Australian Department of Defence and the Asia Pacific Smart card Forum (APSCF).

Some recent presentations include:

Cards Australia 2000 – AIC Worldwide – presenter and chair 4-6 July 2000

Gaming and Casinos – Terrapin – presenter Card Based Gaming and Security, Handling Common Concerns 19-21 February 2001

Cleaner Greener Smarter Buildings – AEEMA – presenter Smart Cards and Applications in a Built Environment 27-29 May 2001

Strategic Performance Management & On Line Reporting – Marcus Evans – Presentation & Panel Discussion Using Business Intelligence to Optimise your Knowledge Management 23-24 October 2000

In addition to these sectors, SM has been routinely called upon by interested corporates in the card manufacturing, advertising and financial sectors to provide internal half day and full day training workshops to facilitate a better understanding amongst key staff of the enabling nature of various card technology platforms.  Often this work develops into specific advisory assignments in response to end user demands.

The following list represents a cross section of presentations, training and seminar programs that have been delivered through the various channels noted above:-

1.  APSCF.  Through APSCF SM has presented to State and Federal Governments across the country on smart card technology including presentations on the following topics:-

a)
Introduction to smart card technology - what is a smart card ?

Physical construction

Memory Types

Memory -v- Microprocessor

Contactless technology

Typical Applications

b)
Smart card application development - how does one deploy a smart card system ? - from concept to the reality of implementation.

Application Definition

Functional requirements

Legacy considerations

Security Requirements

Card and system specifications

Project Team management

System Build, Test and Deployment

c)
Digital Signatures - What are they and what role do smart cards play in their utilisation?

Private and Public Key Cryptography

Authentication, Integrity and Non-repudiation

Technical derivation of Digital Signatures

Practical Utilisation

Infrastructure requirements

Legislative and Trust Issues

Certification Authorities

d)
Stored value cards - how do they work and in what context are they useful?

Off-line payment - Cash or ?

Security Issues

Clearance and Administration

Infrastructure requirements

Critical Mass

Commercial drivers

Strategy of Introduction

2.
COMMERCIAL PAPERS (for professional conference organisors such as Terrapin (AIC), Marcus Evans (ICM), IIR, IBC etc) including:-

a)
Selecting the Right Card Technology for your Application (workshop).

A workshop taking delegates through the process from Application concept through to card technology definition. Delegates are encouraged to raise real or hypothetical scenarios in which a card is known to be required.  The Group then functions as a development team, brainstorming the various system features, defining system architectures, considering security threats and finally determining the most cost effective card technology that meets  the defined business criteria.

b)
The Future of Gaming is on the Cards
An analysis of the Club/Casino gaming environment and the needs of a card based gaming solution to derive the card technology platform best suited to the application. Bullet points included:-

History of gaming technology

The case for card based gaming

Definition of Player Accounts

Machine networking architecture

Card based gaming methodology

Security issues

Card technology options

Responsible gaming initiatives

Recommended Solutions


c)
Secure On-Line Reporting - the role of smart cards.
This was a study in Digital Signatures for an audience focused on remote management reporting and on-line security.

d)
Understanding Card Technologies - what is a barcode, magnetic stripe, Watermark Magnetic stripe, Hologram, memory chip, microprocessor chip and contactless chip card ?

A review of the most common card based technologies, what they are, how they work, strengths, weaknesses, opportunities and threats (SWOT analysis for each).

e)
The Case for Hybrid Cards
Abstract
In many real world cases, an organisation or a group of organisations may

operate different card schemes and as a result will have different card reading and processing infrastructure.  For commercial or logistical reasons there is often a desire to bring together all of those applications onto the one card.  The cost of changing all of the existing infrastructure to adapt to the one, universal card technology is often prohibitive and so many groups have chosen to create cards that house the various different technologies already deployed such that the one card may be used across the full range of services.  The example presented is the Lufthansa airlines frequent traveller card which combined standard magnetic stripe, embossing, contactless chip card and contact chip card technology all on the one piece of plastic to support the airline and its partners in the loyalty program.  This was particularly successful in demonstrating the potential of Hybrid cards.

f)
Mobile Banking utilising SIM Application Toolkit and the Short Message Service Centre (a program involving the development of a banking application stored on the smart card used to identify subscribers in the GSM mobile phone network - the SIM card)

Application definition

SIM Application Toolkit - a secure end to end proposition

Co-ordination of Telco, Bank and Card Manufacturer

Security architecture

Card menu structure

System demonstration

Case Study

g)
The Case for Contactless Chip Cards and Dual Interface Microprocessor Cards.
Technical Issues

Standardisation

Legacy Infrastructure

Security Concerns

Prognosis

h) The Reality of Multi-application Smart Cards.  Exploding the myth of “one card to replace a wallet full of 25 cards” The technical possibility but the practical improbability!!

i)
The Future of Gaming is on the Cards (II) - Handling common concerns.
Looking at in-venue and on-line gaming and how card technologies can be utilised to solve security issues.
Internet and in-venue card based gaming - security concerns ?
Understanding the essential architecture
Selection of card technologies - the cost/benefit analysis
Regulators as facilitators
“Responsible” gaming initiatives utilising enabling technologies

Generally the above were published titles but in some cases the titles have been paraphrased to provide a clearer indication of the subject matter.  Abstracts and bullet points have been provided  to clarify content.
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In addition to presentations and workshops, on a number of occasions SM has been called upon to execute complex card technology based projects including private client consultancies (eg Placard, Badgar advertising, Tabcorp, Tattersalls, G&D, NSW Leagues Clubs Association), Business Development and Strategic Marketing assignments (eg G&D, Thorn Secure Science International) and direct supply relationships (eg Tabcorp, Placard).  SM’s Chairman, Doron Ben-Meir is widely recognised as an authority on card technologies and is regularly retained to provide expert advice and testimony, including a recent such service for Arthur Robinson Hedderwicks as expert witness in a patent case which was successfully defended.
SM has been a consultant and supplier to Australian Department of Defence since 1993/4 acting as a resource to the DoD in working through the process of defining ID card functionality requirements, identifying the required architecture to support these needs and sourcing the most cost-effective solution in terms of a card technology to meet that specification.  We have presented on many occasions to various DoD and contractor personnel on a variety of card technology issues.  This has included training on Watermark Magnetics and educational sessions on chip (smart) card technology.

SM is currently retained by the Australian Department of Defence to facilitate and act in an  advisory capacity on their Smart Card Working Party, and continues to provide ongoing professional guidance to this group, along with presentations from time to time for groups of key players in determining the DoD’s future deployment of Identification technologies, including cards and Biometrics solutions.

Consultancy assignments have been carefully chosen in order that the likelihood of a practical business outcome is maximised. SM has focued on projects with clearly defined goals rather than theoretical studies, market surveys and lengthy reports.  

Exemplifying this approach, our role with Placard was two fold, to source a card technology partner for their expansion into the chip card market and to educate key staff on the latest card technologies.  Both objectives were achieved.

Another good example was the G&D assignment. G&D wanted a market entry strategy for their chip card products into Australasia..  Our initial market scoping study identified the opportunities.  Our initial positioning work established a core base clientele and finally our detailed business planning facilitated the establishment of a fully operational manufacturing plant which then secured the key customer contracts thereby underwriting the business plan.

The NSW Leagues Club wanted a broad functional specification defining the way in which card based gaming could be introduced in NSW Clubs.  SM spent considerable time researching the key issues and prepared a system specification which was made open to the industry. Simply specifying a card technology would have been inadequate as the key parameters of security and functionality were implicitly reliant on the whole system – not just the card.

In Tabcorp’s case, our mission was essentially technical – to put forward the technology that best met all of the business criteria TAB had at the time. In this case the client had a system architecture in place and SM was required to determine a solution that complemented the legacy network.

Whether technical, commercial or (as is most often the case) a mixture of the two, SM focuses on assisting clients to solve real problems with real solutions.
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The range of products represented by SM focuses on secure identification - continually reflecting changes and developments in the field.  Products include Watermark Magnetics® Technology for secure cost-effective plastic cards and card readers, Smart Cards, ID card management for Access Control systems and integrated solutions which automate the authentication of people, objects and documents for security applications.

SM also works extensively in the area of high security biometrics for circumstances where card technologies are inadequate given the strength of the security threats involved.  Through our association with Scipher plc, we have access to the latest in high-technology developments from their Research and Development arm, CRL (Central Research Laboratories – formerly the research centre of Thorn EMI plc) in the UK.

Current products and new developments have been appendicised for your reference.

Appendix 1  Products 

Security Magnetics products and systems overview.  The details below represent established and new product lines that we believe provide innovative solutions to a number of niche security applications.

WATERMARK MAGNETICS®

The world’s most effective technology for safeguarding the security of magnetic data cards.  Watermark Magnetic Tape contains a pattern embedded during the tape manufacturing process resulting in machine-readable data which is secure, and which cannot be erased, duplicated or altered.  Applications include Access Control, Identity Card systems, Stored Value applications, Bank card applications, Card based Gaming.

SM supplies customer-specific Watermark Magnetic tape, Watermark Cards, Card readers of various types, (swipe, motorised and letterbox insertion) including the latest Multifunctional series of readers which can read and/or encode magnetic tape in HiCo and LoCo formats, and have an optional IC smart card terminal interface, in addition to the ability to read the Watermark number.  These readers are true multi-tasking units ideal for hybrid cards.  

A new card reader has been developed which features a keywedge attachment  interfacing directly to a PC via the keyboard port.  This is ideal for PC/terminal applications requiring the entry of a Watermark number as if it were keyed in on a standard keyboard.  Not only does this simple device eliminate errors but it substantially increases administrative efficiency.

SCANSEAL™ and DEEDMARD™

A version of Watermark Magnetics® tape designed for application by hand, or by hot-foiling equipment onto paper-based substrates.  Ensures authenticity of a document in a machine-readable format using active reading technology.  Applications include Brand protection, Bank Books and Passports, Qualifications certificates, Vouchers/Currency, Customs Documentation, Ticketing and Vouchers, Licenses, Stocks and bonds.

Q MARK™

Q-Mark threads are embedded into paper or board substrates when the paper is manufactured.  Threads have either batch or incrementing codes for secure machine-readbale identification.  Applications as for Scanseal and Deedmark

This technology is particularly useful for highly sensitive document authentication.

VERID™ FINGERPRINT VERIFICATION TECHNOLOGY

An advanced state of the art biometrics fingerprint recognition system, designed to enhance the security of access control applications by linking individual card holders to their access cards.  Available with a wide range of interfaces (keypad, magnetic card reader, proximity reader, Watermark card reader, chip card reader), it can easily be integrated into established and new access control systems.  Other applications include Cash in Transit vehicles, driver licenses and other national ID cards or for multi-site installations where storage of the template is required on the card iteself.

VERID units store up to 5000 user templates (2 fingers for each user) in the Verid units, shared across all units on the network, or on the card, requiring little storage space due to the small size of the template file – eg fingerprint templates may be easily stored as a 2-D barcode printed onto the card surface.

A simple variant of VERID is a Loss Prevention System in kit form for the protection, monitoring and traffic logging of a single door.   This kit includes Verid, a keypad or card reader, single door controller with data logger, magnetic door lock, door sensor and power supply.

Other versions include VERID+PIN – incorporating an integral keypad, and VERID+PROX – a proximity card reader is built into the casing for fast installation on sites where proximity cards are in use.

MANDRAKE™

An advanced face recognition technique which automatically monitors live images from CCTV cameras and captures people’s faces as they pass through the field of view.  Captured images are analysed and compared to a database of known persons and an alarm is raised on identification of a wanted individual – ideal  either for monitoring for the presence of wanted persons, or for notification of the arrival of a particular individual.

ENVISION™ CARD PRODUCTION SYSTEM

A modular package for the effective production and management of plastic ID cards onsite with photo image and personalised details.  Package consists of software, camera and printer for installation to existing PC or laptop.  Includes facilities for the design of card layout, and sophisticated database management and reports.

ENGUARD™

EnGuard brings access control, biometrics and ID card management into a single, integrated package.  Eliminates duplication of data entry and allows all the separate activities to be managed with one package.  Comprises a fully featured, functional access control system, ID card management package for employees and visitors, card printer and image capture hardware, plus biometric fingerprint recognition with option to store templates within the EnGuard database, or on the card itself, thereby lowering networking installation costs.

AUDIOTAG™

Electronic Watermarking designed to mark digital audio and visual material in such a way as to enable it to be identified later.  The electronic “watermark” is inserted throughout the material in such a way as to be undetectable to the viewer/listener.  Applications are Identification of ownership of material, Repertoire stock control, Broadcast monitoring, Royalty collection, Sales tracking.

VERSAKEY

An intelligent keyboard as direct plug-in replacement for any PC keyboard, which provides 60 additional user-programmable keys to simplify tasks requiring the entry of repetitive keystrokes or blocks of commonly-used text.  Simple to program and maintain, Versakey increases productivity while decreasing negative effects such as RSI, and facilitating training of new personnel.  Multiple keyboards can be programmed alike using the keyboard download software provided.  Australian designed and manufactured.

WINPOS POINT OF SALE/LOYALTY SYSTEM

An integrated package designed for Hotels, Clubs, and retail outlets which combines Point of Sale functions using a state of the art touchpad tills which are automatically updated from a central product database,  with PC-based Stock Control application, plus an optional Members/Customers Loyalty Card scheme.  Bonus points are earned against purchases and may be redeemed for product or prizes.  The system utilises user-friendly Windows-based software.  SM supplies the software, all hardware components  (eg Versaterm touchpad tills, cashdrawers, receipt printers, card readers, network components), installation and training.  Software and Hardware components are Australian designed and manufactured.
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SECURITY MAGNETICS PTY LTD

9/96 Camberwell Road, East Hawthorn  VIC  3123 

Phone +61 3 9882 8604    Fax +61 3 9882 4257   www.securitymagnetics.com.au
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